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Abstract. Merkle and Hellman proposed a ﬁrst knapsack cryptosystem. However,
it was broken because the density is not suﬃciently high. In this paper, we propose
a new trapdoor in modular knapsack PKC. This trapdoor uses some products of
bases. We also propose a new modular knapsack PKC based on proposed trapdoor.
Moreover, we discuss security against the exhaustive search and the low-density
attack.

1

Introduction

The realization of the quantum computer will enable to break public-key cryptosystems based on
factoring problem and discrete logarithm problem 1) . Under this future threat, it is important
to search for secure PKCs based on the other problem. The knapsack problem is one of the
remarkable problems to apply to design PKC.
The knapsack problem is to ﬁnd the solution (x1 , x2 , . . . , xn ) ∈ {0, 1}n such that
C = a1 x1 + a2 x2 + · · · + an xn
for given positive integers a1 , a2 , . . . , an and some of these sum C. This problem is known to be
NP -hard. This fact has motivated us to invent a public-key cryptosystem based on the knapsack
problem.
Merkle and Hellman proposed the ﬁrst knapsack public-key cryptosystem(MH PKC) 2) .
MH PKC has a remarkable feature that the encryption and the decryption can be performed
very fast. However, it is known that the basic MH PKC can be broken by Shamir’s attack 3)
and Adleman’s attack 4) because it uses a superincreasing sequence in the trapdoor. It is also
broken with the low-destiny attack 5, 6) because the density is low. These attacks have given
the impression that knapsack PKCs are insecure. It is, however, diﬃcult to condemn that all
knapsack PKCs can not be secure.
The density, an important parameter in knapsack schemes, is deﬁned by
d=

n
.
log2 {max(a1 , a2 , . . . , an )}

Lagarias and Odlyzko introduced the attack for solving general low-density knapsacks 5) . The
latter attack was improved by Coster et al. 6) . This attack would solve knapsack PKCs when
the density d < 0.9408. This type of attacks is called the low-density attack.
Some trapdoors in knapsack schemes using modular multiplication(modular knapsack PKCs)
has been proposed. Merkle and Hellman proposed the superincreasing sequence as the trapdoor 2) . Kasahara and Murakami introduced a new trapdoor in modular knapsack PKC 7) .
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The trapdoor uses a even-odd check in shifted values of the sequence. Nasako and Murakami
proposed the method of combining diﬀerent trapdoors 8) . From the proposal of this method,
diﬀerent trapdoors in modular knapsack schemes can be arbitrarily combined together. The
complexity of the secret sequence is made higher by combining some trapdoor sequences. So, it
is valuable to consider new trapdoors which can be used in modular knapsack schemes.
In this paper, ﬁrst, we shall propose a new trapdoor in modular knapsack PKC. This trapdoor
uses some products of bases. Next, we shall propose a new modular knapsack PKC which use
a proposed trapdoor. The trapdoor sequence proposed in this paper has a remarkable feature
that plural bits can be decrypted at once. We shall also propose a special cases of the proposed
scheme. Special cases are very simple schemes. Then, we shall discuss security against exhaustive
search and low-density attack.
In the next section, we shall give some notations and some algorithms used in this paper. In
Sect.2, we shall propose a new trapdoor and a modular knapsack scheme based on the proposed
trapdoor. In Sect.4, we shall discuss the security of the proposed scheme. In the ﬁnal section,
we concludes this paper.

2

Proposed Trapdoor

In this section, we shall propose a trapdoor sequence and describe how to generate the proposed
trapdoor sequence. In the proposed scheme, an n-dimensional plaintext message m is divided
into li -dimensional divided plaintext messages mi for i = 1, 2, . . . , t.

2.1

Notation

Zn : Zn = {0, 1, . . . , n − 1};
s ∈ Zn : secret key;
a ∈ Zn : public key;
t : number of bases;
bi ∈ Z : the i-th base;
u : minimum bit size of random numbers;
m ∈ {0, 1}n : plaintext message;
li : bit length of the i-th divided plaintext message;
mi ∈ {0, 1}li : the i-th divided plaintext message;
Mi ∈ Z2li : integer message corresponding to mi ;
C ∈ Z : ciphertext;
I ∈ Z : intermediate message;

2.2

Generation Algorithm G

1. Decide the system parameter t and li for i = 1 to t. Let n =

t

k=1 lk ,

2. Generate the bases bi , we assume that the following relation hold:
log2 bi  = li .

Li =

i

k=1 lk .

3. Decide the system parameter u and generate s from bi as follows:
k = 1,
B = 1,
For i = 1 to t do
For j = 1 to li do
Generate (u + n − Li−1 ) bit integer cij such that cij ≡ 2j−1 (mod bi ),
sk = cij B,
k ← k + 1,
done,
B ← B × bi ,
done.

2.3

Proposed Scheme

In this subsection, we shall propose a new modular knapsack PKC which uses a proposed
sequence as the trapdoor.

[ Key Generation ]
The keys of the proposed scheme are the followings:




Public key : n, a.
Secret key : s, {bi }, {c11 , · · · , c1l1 , c21 , · · · , c2l2 , · · · , ct1 , · · · , ctlt },
(w1 , N1 ), . . . , (we , Ne ), e.





Bob creates a public key and a corresponding secret key by doing the following:
1. Generate the secret key s with Algorithm G.
2. Compute the public key a ∈ Zn as follows:
(1) a = s.
(2) For i = 1 to e do



i. Choose the modulus Ni such that Ni > nk=1 ak .
ii. Select a random integer wi such that gcd(wi , Ni ) = 1.
iii. Compute the next a by the modular multiplication (wi , Ni ):
a ← wi a (mod Ni ).
done.
It should be noted that ak is overwritten.

[ Encryption ]
Alice encrypts a message m = (m1 , m2 , . . . , mn ) ∈ {0, 1}n into the ciphertext C ∈ Z by the
following:
1. Calculate the ciphertext C:
C = amT ,
where mT denotes the transposed of m.

[ Decryption ]
Let us deﬁne by the intermediate message I be I = smT .
Bob decrypts the plaintext message m ∈ {0, 1}n from the ciphertext C ∈ Z by doing the
following:
1. Compute the intermediate message I ∈ Z over Z:
(1) I = C.
(2) For i = e downto 1 do
I ← wi−1 I

(mod Ni ),

done.
2. Obtain the integer messages Mi ∈ Z2li as follows:
l = 0.
For i = 1 to t do
Mi = I mod bi ,
I ← (I − Mi )/bi ,
done.
3. Obtain the plaintext message m = [m1 | m2 | · · · | mt ] by regarding Mi as a binary vector
mi ∈ {0, 1}li .

2.4

Density

The density d of the proposed scheme satisﬁes the following inequality:
d >
>
where we let bi = 2li + εi and 1

3

εi

n
,
log2 Ne 
n
,
n + u + e log2 n

2li .

Special Cases

In this section, we shall propose two special cases of the proposed schemes for practical realization.

3.1

Special Case I

In this subsection, we shall describe the scheme of the special case that t = 1.
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Figure 1: Trapdoor of the special case I

[ Key Generation ]
The keys of the special case I are the followings:




Public key : n, a.
Secret key : s, b1 , {c11 , · · · , c1l1 }, (w1 , N1 ), . . . , (we , Ne ), e.



Bob creates a public key and a corresponding secret key by doing the following:
1. Generate the secret key s for t = 1 and l1 = n.
2. Compute the public key a ∈ Zn as follows:
(1) a = s.
(2) For i = 1 to e do



i. Choose the modulus Ni such that Ni > nk=1 ak .
ii. Select a random integer wi such that gcd(wi , Ni ) = 1.
iii. Compute the next a by the modular multiplication (wi , Ni ):
a ← wi a (mod Ni ),
done.
Figure 1 shows the trapdoor of the special case I.

[ Encryption ]
Alice encrypts a message m ∈ {0, 1}n into the ciphertext C ∈ Z by the following:
1. Calculate the ciphertext C:
C = amT .



[ Decryption ]
Let I is intermediate message such that I = smT .
Bob decrypts the message m ∈ {0, 1}n from the ciphertext C ∈ Z by doing the following:
1. Compute the intermediate message I ∈ Z over Z:
(1) I = C.
(2) For i = e downto 1 do
I ← wi−1 I

(mod Ni ),

done.
2. Obtain the integer messages M1 ∈ Zl1 as follows:
M1 = I mod b1 .
3. Obtain the plaintext message m = m1 by regarding M1 as a binary vector m1 ∈ {0, 1}l1 .

3.2

Special case II

In this subsection, we shall describe the scheme of the special case that t = 2.

[ Key Generation ]
The keys of the special case II are the followings:




Public key : n, a.
Secret key : s, {b1 , b2 }, {c11 , · · · , c1l1 , c21 , · · · , c2l2 }, (w1 , N1 ), . . . , (we , Ne ), e.



Bob creates a public key and a corresponding secret key by doing the following:
1. Generate the secret key s for t = 2.
2. Compute the public key a ∈ Zn as follows:
(1) a = s.
(2) For i = 1 to e do



i. Choose the modulus Ni such that Ni > nk=1 ak .
ii. Select a random integer wi such that gcd(wi , Ni ) = 1.
iii. Compute the next a by the modular multiplication (wi , Ni ):
a ← wi a (mod Ni ),
done.
Figure 2 shows trapdoor of the special case II.
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Figure 2: Trapdoor of the special case II

[ Encryption ]
Alice encrypts a message m ∈ {0, 1}n into the ciphertext C ∈ Z by the following:
1. Calculate the ciphertext C:
C = amT ,
where mT denotes the transposed of m.

[ Decryption ]
Let I is intermediate message such that I = smT .
Bob decrypts the message M ∈ Z2n from the ciphertext C ∈ Z by doing the following:
1. Compute the intermediate message I ∈ Z over Z:
(1) I = C.
(2) For i = e downto 1 do
I ← wi−1 I

(mod Ni ),

done.
2. Obtain the integer message Mi ∈ Z2li as follows:
For i = 1 to t do
Mi = I mod bi ,
I ← (I − Mi )/bi ,
done.
3. Obtain the plaintext message m = [m1 | m2 ] by regarding M1 and M2 as binary vectors
m1 ∈ {0, 1}l1 and m2 ∈ {0, 1}l2 , respectively.

4

Security Discussions

In this section, we shall discuss about the security of the proposed scheme.

4.1

Security of Secret Key

Several attacks of computing the secret key from the public key are proposed on the knapsack
PKC. Shamir’s attack 3) and Adleman’s attack 4) are typical attacks of this type. Shamir’s
attack and Adleman’s attack can break the knapsack PKC when the public key is made from
a superincreasing sequence with the modular multiplication. However, the proposed trapdoor
dose not use the superincreasing sequence. Thus, the proposed scheme can be secure against
Shamir’s attack and Adleman’s attack. However, there may exist an eﬀective attack for the
secret key of the proposed scheme. We would like to continue discussions on the security of the
secret key against this type of attacks at a later day.

4.2

Security against Exhaustive Search

The exhaustive search is an attack by searching message at all possibilities. It requires a great
investment of time to search for 64 bits even by the latest computers. We strongly recommend
that n ≥ 64 and u ≥ 64 in order to be secure against the exhaustive search.

4.3

Security against Low-Density Attack

Low-density attack works eﬀectively low-density knapsack PKCs irrespective of the trapdoors.
This attack reduce the subset sum problem to that of ﬁnding a short vector in a lattice(SVP)
when the density of subset sum problem is less than 0.9408 with SVP oracle 6) . LLL algorithm
is known to be a practical algorithm to compute the shortest vector in lattice. However, this
algorithm does not work well when n > 500. Thus, LLL algorithm is no practical algorithm
to solve the subset sum problem of large dimension. In the proposed scheme we recommend
n > 1000.
4.3.1

Computer experiment of Low-Density Attack

We show the result of computer experiment of the low-density attack to the special cases of the
proposed scheme. Coster et al. proposed the low-density attack which can solve the subset sum
problem of the density less than 0.9408 6) with a lattice reduction by using the matrix:
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where λ > 2n. The problem of calculating the plaintext message can be reduced into that of
solving ﬁnding short vectors in the lattice spanned by row vectors of L(A).
This computer experiment is done as follows:
1. Set the number of partitions t = 1, 2.
2. Set the minimum bit size of random numbers u = 64.
3. Generate 100 public keys for n = 24, 26, 28, . . . , 200.
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Figure 3: Density and Breaking rate
4. Generate 100 plaintexts for each public key.
5. Low-density attack against the each ciphertext with LLL algorithm

9) .

Figure 3 shows the density and breaking rate of the proposed scheme when e = 1, t = 1, 2. In
Fig.3, the horizontal and the vertical axises show the dimension n of the plaintext message and
the density and breaking rate, respectively. It is seen that any plaintext message can not be
found when n > 130 from Fig.(3). From the result, the proposed scheme would be able to be
secure against the low-density attack when n is suﬃciently large.

5

Conclusion

In this paper, we have proposed a new trapdoor which uses the some products of bases. We also
have proposed a modular knapsack PKC which based on the proposed trapdoor. The trapdoor
sequence has a remarkable feature that plural bits can be decrypted at once. We have also
proposed two special cases of the proposed scheme. Moreover, we have discussed the security
against the exhaustive search and the low-density attack. As the result, we can conclude that
the proposed scheme is suﬃciently secure.
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